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MocxkoBckoro paiiona Cankr-Ilerepbypra
B MIOMEILEHHS, B KOTOPBIX BejeTcs 00paboTKa NepCoHaIbHbBIX JaHHBIX

1. O6mue noJioKeHust

1.1.  Hacrosmme mopsaok goctyna (masiee — [Topsmox) cotpyanukos [BOY mkomsr Ne
354 Mockosckoro paiiona Caukr-Ilerepbypra (nanee — OY) B HOMEIIEHUS, B KOTOPBIX BEIETCS
06paboTKa MepcoOHATBHBIX TaHHBIX (nanee — [1J[H) B MHOOPMALMOHHBIX CHCTEMAaX NMEPCOHANBHBIX
nauueix (nanee — UCIIJIn), ycTanasiuBaeT efuHble TpeOOBaHMs K JOCTYMy cOTpyaHHKOB OY B
CityKeOHbIe TTOMEINeHHs B Ie/IAX NPeoTBpalle s Hapymenus npae cyopextos I1/1H, obpaboTka
[Iln KOTOphIX HeOOXoAMMAa I OKa3aHWs TOCYNAapCTBEHHBIX W MYHUIHMNAIBHBIX YCIYT H
obecreyerHnst KampoBoii u Oyxrantepckoit aesrrensHoctH B OV, a Takke B nensx obecredeHus
coboienns TpeGoBanuit 3akoHonatenscTea P® B obnactu [1/1H.

1.2. Hacrosumii Ilopsnox paspaGoran B cooTBeTcTBHH ¢ uyacThio 1 «llepeuns wmep,
HAIABJIEHHBLIX Ha OfecreyeHHe BBIIOIHEHHS OOA3aHHOCTEH, MPEeayCMOTPeHHBIX DenepaibHbIM
3akoHOM «O MEPCOHANBHBIX J@HHBIX» H HPHHATBIMA B COOTBETCTBHH C HHM HOPMATHBHBIMH
NPaBOBBIMH AKTAMH, OIEPATOPaMH, SBISIOIMMHCH TOCYIapPCTBCHHBIMH HJIH MYHHIHNAIbHBIMH
opraHaMmy, yTBEpKIEHHBIX nocranosienneM [Ipasutensctsa PO or 21 mapra 2012 1. Ne 211, m
na ocnosanuu « TpeGopanwmii 0 3ammuTe MHOOPMALIHH, HE COCTABIIAIONMIEH rOCY1apCTBEHHYIO TaHHY,
cojlepkaieiics B rocyJapCTBEHHBIX HH(OPMAIHOHHBIX CHCTEMaX», YTBEPKICHHBIX IIPHKA30M
®CTIK Poccun or 11 despans 2013r. Ne 17, u «TunoBeix TpeGoBaHH# MO OpraHU3aluH U
obecrieyeHu0  (GYHKIMOHMPOBAHUS muppoBATBHEIX  (KpHOTOrpapuuecKkux)  CpeicTs,
IpeIHA3HAYEHHBIX U1 3aliUThl WHGOPMAIMM, HE COJIEPXKAINEH CBEICHUH, COCTABJISIONIAX
rOCyJapcTBEHHYIO TaifHy, B Clyuae HX HCIONB30BaHHSA JUIs oOecredeHus Ge301MacHOCTH
IepCOHANBbHBIX J@HHBIX HpH HX 00paGoTke B MHGOPMAMOHHBIX CHCTEMAX NEPCOHATBHBIX
JaHHBIXY, yTRepikaeHHBX ®CB Poccuu 21 despans 2008 r. Ne 149/6/6-622.

1.3. KouTpomupyemas 30Ha (majee — KOHTPOJIHMpyeMas 30Ha) — [POCTPAHCTBO
(TeppuTOpHs, 3[aHHe, 4YacTh 3JaHHUsA, IIOMEIUEHHE), B KOTOPOM PpacloJOKEHbl CpelCTBa
apromarm3amud # 3aumtel MUCIT/IH, B TOM YHCIE aBTOMAaTH3HpoBaHHbIe paboune mecrta (panee —
APM), Ha KoTOpBIX Benetcs obpadorka [1]/1H.

1.4. TlepeyeHp mOMelleHHH, B KOTOphIX Beaercs obOpaborka [I/[H, ® HX TpaHMIbI
YCTAHAB/IMBAIOTCS TpPHKa3oM 1o mkoie «OO6 ompeneneHuM TPaHMI] KOHTPOIHPYeMOH 30HBI H
TpeboBaHHil K ee O€30I1aCHOCTHY.

1.5. Hacrosmmii Ilopsmox obs3arenen s TPUMEHEHHMST W HCIIOJHEHHSI BCEMH
corpynuukamu OV,

1.6. OTBETCTBEHHOCTH 32 CODMIOAECHHE MOJIOXKEeHMH Hacrosuuero llopsaxa Bce HeCyT
corpynuuku OY obpabarsiBaromue [1/1H.

1.7.  Kourpoms cobmopennsi TtpeGoBanmit Hactosmero [lopsmka ofecneunBaer
OTBETCTBEHHBIH 3a opranu3anuio oopabotku [1/1xn B OV.



2. TpeGoBaHusi K MOMeIIeHHSIM KOHTPOIMPY€EMOii 30HBI

2.1.  BecKOHTPOJBHBIH IOCTYIl CTOPOHHHX IHI| B IIOMEIIEHHS KOHTPOIUPYEMOH 30HBI
JOJDKeH OBITh UCKIIHOYEH.

2.2. Bce moMemeHHs KOHTPOJMUPYEMON 30HBI JOJKHBI OBITH o60py1101331{'1=1 OXpaHHOH
CHrHAIM3aLUEHR, MO0 ImpeaycMaTpuBaTh KpyTrJIoCy TOYHOE IEXYPCTBO.

2.3. Orpaxjaompe KOHCTPYKIHH TIOMEUIEHHH KOHTPOJHPYEMOH 30HBI JIOJDKHBI
Mpenoararh CyIecTBEeHHEIE TPYAHOCTH JUIsl HAPYIIMTENA 110 KX IPEOIONCHHIO.

24. K nmoMmeumeHHsM  KOHTPOJHMpYeMOH  30Hbl, B KOTOPBIX  YCTaHOBJICHBI
kpuntorpaduyeckne cpencrsa samutel 1111 (nanee — KPHUIITOCPEACTBA) HJIM XPaHATCA KIIOYEBbIE
JOKYMEHTBI K HUM, (J1aJiee — PeKHMHBIC OMEIIEH ), IPEBSBIIAIOTCA YIKECTOUEHHbIE TpeboBaHus
110 Ge30MacHOCTH, yKa3aHHbIe B pa3aene 5 HacTosmux [IpaBui.

3. JlocTyn B noMemieHHsl KOHTPOJHPY€EMOil 30HbI

3.1. JlocTyn TOCTODOHHHX /AL B IOMEIIEHHS KOHTPOJHPYEeMOH 30HBI, JOJDKEH
OCYINECTRIISAETCS TOJIBKO BBHY CITykeOHOH HEOOXOAMMOCTH.

3.2. Ha MOMEHT TIPHCYTCTBHS IOCTOPOHHHX JIMI{ B TIOMEIIEHHH KOHTPOJIHPYEMOH 30HBI,
JIOTKHEL OBITh MPHHATBI MEPBI MO HEJIOMYLIEHHIO O3HAKOMIICHHS MOCTOPOHHHMX JHN C I11x
(HanmpuMep: MOHHTOPBI IIOBEPHYTHI B CTOPOHY OT MOCETUTENEH, JTOKYMEHTHI yOpassl B cTOI1, 100
HAXOJATCA B HENMPO3PAYHOH MANKe MM HAKPHIThI YHCTHIMU IMCTaMU OyMari).

3.3.  Jlomyck COTPYIHHKOB B IOMEIIEHHsS KOHTPOITHPYEMOH 30HBI OQOPMIISETCS MOCie
mojnMcanus  coTpyjHuKoM OOs3aTeNnbcTBA O HepasrMameHdH HMH(pOpMaluH, COJACpKaIIeH
TEpCOHAIBHBIE TaHHbIE, H HHCTPYKTaXa OTBETCTBEHHBIM 33 OPraHH3aLMIO obpaborku I1/Jx B OV,
THGO OTBETCTBEHHBIM 3a ObecredeHre 0e30MacHOCTH MePCOHANBHBIX JaHHBIX HHPOPMALMOHHBIX
CHCTEM IEPCOHATBHBIX JaHHBIX OV,

3.4. B nHepabouee BpeMsi IIOMEIICHHS KOHTPOJIMPYEMOW 30HBI JOJDKHBI CTABHUTBHCS HA
oxpany. [Ipi 3TOM Bce OKHA H JIBEPH B CMEIKHBIC NOMEIIEHHS HO0JDKHbL OBITh HAIEXKHO 3aKPHITH,
MaTepuanbable Hocutead IIJIH NOMKHBI ObITh yOpaHbl B 3alHpacMble mkadsr (ceitdsr), APM
BBIKJIFOYEHBI WITH 3a0J10KHPOBAHBL.

4. Jloctyn B cepBepHbIe MOMENIEHUsI KOHTPOJIHPYEMOH 30HbI

4.1. JlocTym B CepBepHbIE IOMEIIEHHS KOHTPOJMPYEMOH 30HBI PA3pemIeH TOJIBKO
aqvuauctparopy MCITJIH, oreTcTBeHHOMY 3a OOecmeveHHe 6e30MaCHOCTH MEPCOHANBHEIX
JAHHBIX MHGOPMAIMOHHBIX CHCTEM IepCOHANbHBIX JaHHbX OV M OTBETCTBCHHOMY 32
opraausanuio 06paborku [1/u B OV.

42. VY6opka cepBepHBIX MOMEIIEHUH NPOUCXOMHT TONBKO MPH CTPOrOM KOHTPOJIE JIHII,
yKa3aHHbIX B IIyHKTe 4.1 HacTosimux [IpaBun

43. CepBepHble TOMEIIEHHSI KOHTPOIMPYEMOH 30HBI B 00f3aTeIbHOM IODSAKE
OCHAIIAETCS OXPAHHOM CHTHATM3ALMed, CHCTEMOH BHICOHAOMIONEHHs U CHCTEMOH aBTOHOMHOIO
[UTAHHAS CPEJICTB OXPaHBbl.

44, JlocTyn B CepBEpHBIE NOMENICHHsS KOHTPOIHPYEMOH 30HBI MOCTOPOHHHX JIHIL
JIOIYCKAETCs CTPOTO IO COTTIACOBAHMIO C OTBETCTBEHHBIM 33 OPTaHU3AIMIO o6pabotku 111 B OV.

4.5. HaxokIeHHe B CepBEpHBIX MOMEIICHHAX KOHTPOIUPYEMOH 30HBI IIOCTOPOHHHMX JIHILL
6e3 CONpPOBOXKIAIONIENO HE NOIYCTHMO.

5. TpebGopanus K peXXHMHBIM NOMeIEHHAM

5.1. PexuMHBIE TIOMEUICHHS BBIIEISIOT ¢ Y4ETOM pa3sMepoB KOHTPOJIHPYEMBIX 30H,
perIaMeHTHPOBAHHBIX JKCILTyaTAllHOHHOH M TEXHWYECKOH NOKYMEHTAlMEH K KPHITOCPEICTBAM.
TToMeIneHns TO/KHBl HMETh TPOYHbIC BXOHBIE ABEPH C 3aMKaMH, rapaHTHPYIOIUMH HalEKHOE
3aKpBITHE TIOMelleHnit B Hepabouee BpeMs. OKHA IOMEIICHHHA, PACIOIOXKEHHBIX HA TEPBBIX HIIH
MOCHEAHUX ATAXKAX 3JaHMH, a TaK)Ke OKHA, HAXOJAIIHECs OKOJIO MOMKapHBIX JECTHHI M JIPYTHX
MECT, OTKyJa BO3MOKHO HPOHHKHOBEHHE B PEXHMMHBIC IIOMEIICHHS IOCTOPOHHUX JIHIL,
HeoOXoauMO 000pYIOBaTh METAUIMYECKUMM DPCIIETKAMH, HIM CTAaBHAMH, HIH OXpaHHOH
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CUTHAIM3ALMEN, HJIM JOPYTHMH  CpPEICTBAMM, MPENSTCTBYIOIMIAMH  HEKOHTPOIMPYEMOMY
NPOHHKHOBEHHIO B PEIKMMHBIE IIOMEIIEHHUS.

5.2. PasMelnenue, cruenHajibHoe O00OpPyIOBaHME, OXpaHa M OpraHHM3alUs peXuMa B
PEKMMHBIX TTOMEIIEHHSX JIOKHBI HCKIIOUHTh BO3MOXKHOCTE HEKOHTPOIHPYEMOT'O IIPOHUKHOBEHH
uIH npeObiBaHHs B HHX MNOCTOPOHHHMX JIMI[, @ TaKke IPOCMOTpa MOCTOPOHHHMH JIMIAMA
BeTyIUXCS TaM padoT.

5.3.  Jlna mpenoTBpAIIEHHs MPOCMOTPA U3BHE PEXHMHBIX NOMELICHHA HX OKHA JOJLKHBI
OBITH 3alUINEHBIL.

5.4. PexuMHBIE TOMEILICHHS JOJDKHBI OBITh OCHAINEHBl OXPAHHOH CUTHATHM3AlHEH,
CBSI3AHHONW €O CIHyXO0OH OXpaHbl 3[aHMsi HIH JEXKYPHBIM IO OpraHusaudu. KcrpaBHOCTH
CHTHAIH3AIMHA I[IEPHOIMYECKH HEOOXOIMMO IIPOBEpATH OTBETCTBEHHOMY 3a OpraHH3alMio
06pabotku I1]IH B COBMECTHO C IIPE/ICTABUTENEM CITy)KOBI OXpaHbl HIIH JIC)KYPHBIM 110 OpraHu3aliiy
C OTMETKO# B COOTBETCTBYIOIUX KypHasax.

5.5. Jlna XpaHeHMs KIIOUYEBBIX JOKYMEHTOB, OKCIUTyaTallHOHHOH H TEXHHYECKOH
JOKYMEHTAIIHH, MHCTA/LIMPYIOMAX KPHITOCPEJCTBA HOCHTENEH JODKHO OBITH MPEXyCMOTPEHO
HEOOXOIMMOE UYHCIIO HAAEKHBIX METAJUIMYECKHX XPaHWIHII, OOOPYHIOBAHHBEIX BHYTPEHHHMH
3aMKaMH C JBYMs SK3eMIUISpAMH KIIOYeil ¥ KOJOBBIMH 3aMKaMH WJIH MPHCIOCOONCHHSIMH s
ONeuaThIBAHKUS 3aMOYHBIX CKBaXHH. OIMH SK3EMILISp KII0Ya OT XPaHUIIHINA JOKEH HAXOIUThCS Y
OTBETCTBEHHOT0 3a opranusamuio obpadorku I1/In B OV,

5.6. Tlo oxoHuaHum pabOHero [AHs PEKHMHOE IOMEIIEHHE W YCTAHOBIICHHBIE B HEM
XPaHUIIAINA JODKHBI OBITh 3aKPBITHI, XPAHHJIUILA ONeYaTaHbL.

5.7. Kmouu OT peXUMHBIX TOMEINEHHH, a TaKKe KoY OT XPaHWIHIIA, B KOTOPOM
HAXOATCS KIIIOYM OT BCEX APYTHX XPAaHHIHIL PEXXHUMHOIO TOMENICHHS, B ONEYAaTaHHOM BHIIE
JOJKHBI OBITH CHAHBI TOJ PAcCIUCKY B COOTBETCTBYIOIIEM >KypHajIe CIIy>KObl OXpaHbl HIH
AEKYPHOMY TI0 OpraHH3alliM OJHOBPEMEHHO C Mepeladyeld MOoJ OXpaHy CaMHX pPEXHUMHBIX
nomemieHuii. [leyaTn, mpeaHasHadeHHbIC AT ONEYATHIBAHHMS XPAHHIHLI, JOJKHBEI HAXOMHTHCH
y MOJIb30BaTeNeil KpUNTOCPEICTB, OTBETCTBEHHBIX 32 9TH XPaHUIIMIIA.

5.8. Ilpu yrpare Ki04Ya OT XpaHH/IAIIA HIIH OT BXOJHOH /IBEPH B PEKMMHOE MOMEINCHHE
7aMOK HEeOOXOJMMO 3aMEHMTh MM TepenenaTh €ro CeKpeT ¢ H3rOTOBJICHHEM K HEMY HOBBIX
KIoueit ¢ JoOKyMeHTanbHBIM oopmaeHHeM. Eciin 3aMOK OT XpaHHIIHINA IEPENeNaTs HEBO3MOXKHO,
TO Takoe XpaHWIUImE HeoOXoauMO 3aMeHHTh. [lopsmoK XpaHeHHs KIIOYEBBIX W JIPYTHX
JOKYMEHTOB B XpaHHIHINE, OT KOTOpPOr0o yTpayeH KIOY, 10 M3MEHCHHMS CeKpeTa 3aMKa
yCTAHAB/IMBAET OTBETCTBEHHBIN 3a opranmsaimio oopaborku I1/1n 8 OV.

5.9. B 0ObMHBIX YCIOBHSX PEKUMHBIE NOMEIICHHSA, HAXOAAIINECS B HUX Ol€YaTaHHbIC
XPaHUIIHIA MOTYT OBITh BCKPBITHI TOIBKO TIOJIB30BATEISMH KPUIITOCPE/CTB HIIH OTBETCTBEHHBIM 34
opranmammio  obpabotku IIJln B OVY. Ilpu oOHapyXeHHH IPU3HAKOB, YKa3bBAIOIIMX Ha
BO3MOYKHOE HECAHKI[HOHHPOBAHHOE [POHHKHOBEHHE B O9TH IOMEIIEHUS WM XpaHHIHINA
MOCTOPOHHHX JIHI, O CTYYMBIIEMCS JOIKHO OBITh HEMEUICHHO COOOIICHO OTBETCTBEHHOMY
3a opranusamuio 06paborku I1/1x B OY. IIpuOsiBIINii OTBETCTBEHHBIH 32 OPraHU3aLMIO obpaboTku
[1/la B OY [10DKeH OLEHUTh BO3MOXXHOCTH KOMIIPDOMETAIMH XPaHSAIMXCs KIHOYEBBIX M JPyTHX
JIOKYMEHTOB, COCTABHTH aKT H MPUHATH, [IPH HEOOXOAMMOCTH, MEPHI K JIOKAIU3ANH TIOCIIe/ICTBHI
KOMITPOMETAIIHH T1ePCOHATBHBIX JAHHBIX U K 3aMEHE CKOMIIPOMETHPOBaHHBIX KPUIITOKITIOYUEH.

5.10. PasMelleHEe ¥ MOHTaX KPHOTOCPEACTB, & TaKXKe JApyroro o0OpyIOBaHHMS,
(GYHKIHOHUPYIOIIEr0 € KPUITOCPENCTBAMH, B DPEXHMHBIX MOMEIICHHAX JO/DKHBI CBECTH K
MHHEMYMY BO3MOYKHOCTh HEKOHTPOJHPYEMOro JOCTyNna MOCTOPOHHHX JIMI[ K YKa3aHHBIM
cpenctBaM. TexHuueckoe OOGCTy)XHBAaHHE TaKoro O0OpyHnOBaHHA U CMEHA KPUNITOKTIOUEH
OCYIIECTBIAIOTCS B OTCY TCTBHE JIHII, HE JIONYLIEHHBIX K paboTe ¢ AaHHBIMH KPHIITOCPE/ICTBAMH.

5.11. Ha Bpems OTCYTCTBHMs [OJb30BaTeNeil KPHITOCPEICTB yKazaHHOE 00OpyNOBaHME,
IIPH HATHYMH TEXHUYECKOH BO3MOMNKHOCTH, JOKHO ObITh BRIKITIOUEHO, OTKIIFOYEHO OT JIMHHH CBSA3H
u ybpaHo B oOne4arbiBacMble XpaHMIMINA. B [POTHBHOM cilyyaé MO COIVIaCOBaHHIO C
OTBETCTBEHHBIM 32 opradmsaiuio obpabotku IIJln B OV HeoOX0AMMO INpeayCMOTPETH
OPraHU3alMOHHO-TEXHHYECKHE  MEphl,  HCKJIIOYalOHe  BO3MOXKHOCTH  HCIIOJIb30BaHHA
KPHIITOCPE/ICTB IOCTOPOHHUMH JIMLIAMH.
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